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Over the last few years, many organizations have been faced with massive recalls
costing hundreds of millions, cybersecurity breaches, the loss of critical intellectual
property, and over the last few months, a global pandemic. Supply chains have been
slow to react, our current systems and processes have proven to be weak in the face
of adversity.
Today supply chains are interdependent global networks riddled with vulnerabilities,
disruptions, and high-risk points of failures. Although our long known risks such as
bankruptcy and acts of God have not diminished, whether it be geopolitics or cyberransom attacks, a new threat lurches around every corner.
The failure to identify and successfully manage these increasing risks has highlighted
a need for more robust processes. As globalization continues to burgeon, supply
chains must be prepared to mitigate the growing inherent risks. Identifying risks as early
on as possible is a key principle of risk management. To that end, we have identiﬁed 12
areas of focus, each with subset risks.

Risk Management Areas of Focus
1. Availability of Supply

The availability of supply is a double-edged sword, aﬀected by either a change in
demand or supply. Any interruptions to the ﬂow of raw materials or parts, in any tier in
your supply chain, can cause an availability issue. Below are just some of the issues that
may be plaguing your supply chain.
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Internal
-

Inaccurate inventory

-

Poor inventory practices

-

Unapproved or unaccounted for substitutions of raw materials

-

Quality issues

-

Changes in the bill of materials

External
-

Supply Market Allocation- Oversold markets (Long term vendor
relationships, contracts)

-

Extreme weather conditions (multiple sources or manufacturing facilities)

-

Acts of God

-

Force Majeure all of above

-

Warehousing and Transportation Constraints (alternative suppliers and modes
of transportation)

-

Mechanical failures (preventative maintenance programs)

-

Production planning issues (eﬃciencies, OTIF)

-

Quality issue

-

Strikes

-

Human resource issues

-

Planned shutdowns

On the other side, unforeseen changes in end-customer demand
can also cause a shortage. Causes may include:
-

New customer requirements with inadequate lead times

-

Inaccurate forecasting

-

Work in Process (WIP) or Finished Goods (FG) quality issues causing re-reruns
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2. Quality

Severe product quality and safety issues can pose a threat to the public's health and
safety, causing physical injury or contamination. Quality issues of any kind, however,
can bring enormous ramiﬁcations, aﬀecting your performance and proﬁtability, decreasing your market share, hurting your brand reputation, costly product recalls, and making
you vulnerable to lawsuits and banks. The food and vehicle recall of the last few years,
and more recently, the failed COVID-19 tests in Spain, are examples of the magnitude
and impacts of insuﬃcient quality processes.
Benchmarking the highest quality management standards across every node of your
supply chain is imperative to safeguarding your company's future. Quality management
should include both reactive and proactive quality measures that go far beyond inspection and rework and encompass a continuous improvement process.

A non-conforming or defective product is often a cause of process quality risks such as:

+

Unstable labor force forcing constant re-training on quality processes

+

Lacking manufacturing processes (machine setup processes (lack of SOPs),
material selection methods, working methods)

+

Substituting unapproved materials or without a quality approval procedure

+

Poor material selection processes causing the use of incorrect materials

+

Manual quality practices (open to a high level of inaccuracy)

+

Inadequate pre-market testing causing market failures

+

Insuﬃcient packaging causing freight damage

+

Deﬁcient incoming raw material inspection processes

+

Lack of end-to-end material traceability required for systematic containment
of bad product

+

Varying global testing standards and methods
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3. Legal & Regulatory

As with all areas of risk, legal and regulatory compliance, risks increase signiﬁcantly as
supply chains globalize. However, the legal risk may have wider-reaching eﬀects and
grander implications. Organizations need to devote the resources necessary to ensure
full compliance with a diverse set of laws and regulations.

Contract terms and conditions

Bribery and corruption laws

Customs and trade regulations

Government regulations

Trademark and patent infringement

Antitrust laws

Aside from supply agreements, companies use a wide range of commercial contract
agreements across their supply chains such as outsourcing, contract manufacturing, and
distribution agreements. At any one of these points, failure to supply or to keep within the
requirements of the agreement may put the supplier in breach of contract and risk
damage claims for incurred losses or damages.
This works in reverse order as well, as you may have agreements with your client base to
which you are held responsible and risk ﬁnes, penalties, or being in breach of contract.

4. Political Climate

Political risks are threats posed by unstable governments and economies or disagreements between heads of state, which may lead to events such as terrorism, sanctions,
and war. The most common consequences of international relations are the tightening
or loosening of international trade laws and currency ﬂuctuations.
Political risk types can range greatly in impact, both in the signiﬁcance of risk and
duration, ranging from:

Page 4

Labor strikes and protests
Increased tariﬀs or taxation
Capital controls
Embargos or trade bans
Economic sanctions such as trade barriers and restrictions on ﬁnancial transactions
Acts of expropriation (the claiming of private land by the government)
Sovereign debt default (the refusal or failure of the government of a sovereign
state to pay back its debt)
Capital repatriation (the converting of funds back to the currency in which the
corporation is based)

5. Value Chain Security of Physical Assets

From BSI Group, over the past ten years, an average of 3.1 attacks have occurred each
week throughout the study. In 2016 a total of 346 attacks took place. With terrorist
attacks on the rise and the causes of disruption also rising, BSI warns that the costs to
international trade and commerce will continue to increase. In the last decade, terrorists
have attacked the supply chain in 58 countries.
These attacks come with considerable economic costs. Loss of cargo is but the ﬁrst ripple,
as the repercussions make their way through the supply chain, with both direct and
indirect costs incurred every step of the way.
Security supply chain threats can consist of:
+

Physical tampering

+

Theft (internal and external)

+

Counterfeit goods

+

Smuggling

+

Terrorism (bombings, arson, armed assaults)
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6. Cyber Security and Data Protection

From Symantec's Internet Security Threat Report (ISTR) 2019, supply chain attacks
continued to be a feature of the threat landscape, with attacks increasing by 78 percent
in 2018. And the risks continue to increase as big data, machine learning, Artiﬁcial Intelligence (AI), and IOT (data analytics) continue to proliferate through our supply chains.
According to the ISTR report, form jacking (the use of malicious JavaScript code to steal
credit card details and other information from payment forms on the checkout web pages
of eCommerce sites) can be a weak point for online retailers and eCommerce sites.
Symantec blocked more than 3.7 million form jacking attempts in 2018.
From BCI, unplanned IT and telecommunications outages accounted for 44.1% of disruptions in 2019. Interestingly, despite cyber-attack and data breach only causing 26.1% of
disruptions in the past year, it is the most top-of-mind disruption for professionals over
the next year, with 61.7% of them rating it as their primary concern.

Cyber threats:

+

Cyber-attacks and data theft

+

Public release of private information

+

Loss and corruption or misuse of data

+

Mismanagement of cloud or software access

+

Hijacking software updates

+

An infestation of malicious code

+

Data sharing with business partners

Protecting your continuation of business with vulnerability assessments testing your
supply chain's cyber defense capabilities should be amongst organizations' top priorities.
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7. Acts of God and Man-Made Disasters
or Accidents

Whether God or man-made, disasters and accidents come with considerable risks and
are perhaps the most diﬃcult to mitigate. Acts of God and man-made disasters and
accidents can have catastrophic impacts on your supply chain, bringing both continuities
of supply and ﬁnancial risk.
Depending on your contracts and insurance plans, Acts of God- naturally occurring
events, the eﬀects of which can not be prevented- consist of:

Earthquakes

Tornadoes

Floods

Wildﬁres

Hurricanes

Tsunamis

Epidemics

Pandemics

Public Health Emergencies of International
Concern (PHEIC)
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Man-made disasters or accidents:

Floods

Gas leaks

Fires

Explosions

Spills (such as oil or ash)

8. Financial

Market dynamics, geoeconomics, inﬂation rates, economic and political climates, developing economies, and acts of God are all causes of ﬁnancial volatility. Financial risks are
permeated throughout global supply chains.

Volatile commodity, fuel and energy prices

Customer solvency

Supplier ﬁnancial health

Fluctuating currencies

Unbalanced customer mix

Despite the vulnerabilities in our supply chains, BSI's Supply Chain Resiliency Report 2019
notes that nearly half (43.1%) of organizations reported that 0% of the ﬁnancial impact of
supply chain disruptions was insured with small- to mid-sized businesses being the least
likely to be insured.
The majority of supply chain incidents incurred losses of over €50,000 for organizations in
2019, with more than 1 in 20 incurring losses greater than €100 million for their single largest
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disruption. Supply chain disruptions cause further consequences, with further ﬁnancial
impacts, here are the top ﬁve as reported by BSI:
-

Loss of productivity

-

Customer complaints

-

Service outcome

-

The increased cost of

impaired

-

Loss of revenue

working

9. Intellectual Property Infringement

Widely considered supply chains' highest-risk, especially for discreet manufactures and
high-tech companies, intellectual property (IP) infringement is, simply put, the unauthorized use or distribution of protected intellectual goods. What is or isn't recognized as
intellectual property rights vary by country, but can consist of industrial designs, trademarks, patents, and trade secrets.
Counterfeit or pirated products pose a risk to your organization's reputation and can devalue your brand. Counterfeit products are all over the world, and as the skill at which they
can copy original designs is becoming increasingly more impressive, the consequences
are dire.
Conﬁdentiality and IP protection between trading partners poses a signiﬁcant risk.
Although many large companies are likely to have legal support and implement internal
policies and conﬁdentiality agreements with critical tier 1 vendors, most do not go further
into their supply chain, leaving them vulnerable.

10. Supplier Characteristics

As the pressures for low-cost sourcing continue, procurement managers, continue to
globalize and begin to source alternative regions like China using low-cost country
sourcing (LCCS) and emerging markets sourcing strategies. An in-depth look at the
supplier's geographical attributes and how they may aﬀect the movement of goods &
services, as well as the costs of raw materials, and the integrity of your product and brand.
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is crucial to identifying and mitigating risk
Supplier selection should be a systematic, weighted, multi-attribute approach, ensuring a
thorough and fact-based process that takes into consideration the many factors that may
bear the risk.
Supplier characteristics for consideration:
Governmental economic policies

Health & safety laws

Work & employment ethics

Sustainability practices

Intellectual property rights

Market attractiveness

Labor costs

Transportation costs

Border clearance times

Transportation reliability

Political stability

Tariﬀs and tax structures

Economic environment

Integrity of government

Quality processes and testing methods

11. Sustainability and Environment Health
and Safety (EHS)

Today's consumers are compelling businesses to improve and report on their end-to-end
sustainability, social responsibility, and EHS eﬀorts.
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According to PwC's Global Consumer Insights Survey 2019, 35% of respondents said they
choose sustainable products to help protect the environment, 42% said they would pay
more for sustainably produced nonfood items, and 37% look for products with environmentally friendly packaging.
Examples of the abhorrent labor laws and workplace conditions, child labor, work-related
deaths, poor waste management, and sustainability practices in global supply chains
have garnered much media attention. Standards and practices that once may have gone
unnoticed, now bringing huge risks to your brand's reputability and market share.

12. Brand and Reputation

With the advent of social media and the rise of social awareness come a whole new set
of risks. Your brand reputation may be hard-won for, but what once spread slowly through '
word of mouth' now can spread across the globe in minutes. One unhappy customer
leaving you a bad Google review can have repercussions on your brand and your sales.

Google reports that 53% of shoppers say they always do research
before they buy to ensure they are making the best possible choice, and
48% of shoppers say they use Google to get helpful recommendations
or suggestions on what to buy.

Customers are doing their homework and aligning their values with their purchases. How
you manage public perceptions comes with its own set of risks. Online reviews from unhappy customers left unanswered, mismanaged market failures, the lack of a sustainability
strategy, or unhappy employees who speak badly of the company are all examples of the
risks that lay in how you manage your brand and reputation.
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